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Abstract: Choosing the authentication key distribution protocol Otway-Rees as the research object, using protocol
composition logic (PCL) as proof tool, the security protocol analysis and formal proof was studied. Firstly, this paper
gave the forms of security attack, analyzed the Otway-Rees defects and put forward the amended protocol (named as
AOR protocol). Then, PCL was extended. And then PCL was used to describe and prove the behavior of each entity and
the safety of the protocol attribute formally. Finally, the conclusion was given that the amended AOR protocol has the
security attribute of key confidentiality.
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ARSI, 23| Bidi . R B0 e itk gt
1T B Z R, T &2 48 (PCL)P)
R — AT AT R IR A ) T R .
PCL & HH 3 B i 4 K 225 B2 St = 1
Datta {8 155 A\ 2003 F# H k1), & — M i
Floyd-Hoare R (W2 &1 HHE T R G0 B R bRtk
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PR Horr, PRS2 R 2 T “ 6 & (Cords)”
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R (XA TR &k —E B3R
VOB SRR P 2 @ i (EZEEFE AR
FRENE), BIEZHIEE (Syntax, k%4 E T
AKE) FZHEE L (Semantics, ik %4 @M &
SO R RGEE T H TR AR T A BRI
HEBLALIU DA S AS BT 2R sl 22 MR R U7V

2 Otway-Rees 1718 & i

Otway-Rees M IE M SCRH I/ 5 T AIME 56 =77
FRIABAEHLE], S AR 3 A4 BFRIEEXUT A,
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0 A—>B:M,AB{N,M,AB},_

(2) B>S:M,AB{N,,M,AB},_,{N,,M,AB},
(3) S—> B:Ma{NwKah}Kasﬂ{Nb’Kab}Khs

4 B> A:M{N,, Ky},
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2 SURTRR AR 193 1 sec_sk A dec_sk. FLA
A (sec sk U, K)FRN BRI R Gerk i
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AOR A=(Y, K_)

[newM; new N,;

t =enc_sk{N,,M,X, Y}.K
send X, Y,{M, X, Y,t,};

as

receive Y, X,{mu,,u,} ;
t, =dec_sk{u},K,; K,
t, :=dec_ sk{u,},K,;
1<K, >
AOR_B=(X, Z,K,)
[receive X, Y, {M,AB,u,};

newN,; t,:=enc_ sk{N,,M,X, Y},K.;

=4 {AN, N
match t,/N,;

send Y, Z,{M,A B,u,.t,};
receive Z, Y,{M,u,,u};
t,=dec_sk{ub ke Ky =t —(B,N,);

t, =enc_sk{N,}, K,
send Y, X,{M,u,,t.};
1<K, >
AOR S=(Y,K_,K

[receive Y, Z,M,A B,u,,u,;

t, :=dec_sk{u,},K;

t, ==dec_sk{u, },Ky;

t, =t, —{M, A B};

t, =t —{M,A B};

newK,; t,=enc_sk{At,t, K} K
t, = enc_sk{B,t,,K },Ky;

as?

send Z, Y,{M,t,.t,};
1<>o
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AAL [new M ],New(A M) M HAE A0 B 7 NPT P Q A R BIR 45 18
ORG  Has(AM) @ s, BTRAERE 2 R
AAI [new N, ], New(A N,) ® T2 yw,[Qlw,kor, Hr,

(IORG  HasAN,) o y,=Has(B,M) A Has(B, {N,,M, A B},
REC OReceive(B,(M, A B,{N,,M,AB}, ) ®) ; .

(5.PROJ  Has(B,M) ©) y, = Honest(B) A Honest(S) A

(5.PROJ  Has(B,{N,.M,A B}, ) © Has(B,K,,) A Has(S,K,)

(6).(7)  Has(B,M)AHas(B,{N,.M,AB}, ) ®) 43 FHEIR Q33EER

2 5IH 1 RIEREE

M 2 il (8) BEMEAFHIFIEE 3 J T,
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EE1 2Q ly ML, Hr,
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AAI [new N, ], New(B, N,) ©
(9),0RIG  Has(B,N,) (10)
AAL [new K, 1s New(S,K ) (11)
(11),ORIG  Has(S,K,,) (12)
(11),AN3  [newK, ] Fresh(S,K,,) (13)
(12),P1 Has(S, K,,)[Q,]Has(S,K,,) (14)
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(18), PROJ Has(B,K,,) (19)
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(20)(21) Honest(B) A Honest($) A Has(B,K_,) A Has($,K,)
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REC ORecaive(A (M, {A N, N, Ky LN} )
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(23)
(23),PROJ Has(A {A N, Ny, Ky b ) (24)
(24.DEC  Has(A{AN,.N,.K}, )AHas(AK,)
o Has(A (A N,, N, K,)) (25)
(25), PROJ Has(A K,,) (26)
(18),SEC,®  Honest(A) A Honest(B) A Honest(S)
AOdeC SK(Z,{A N, Ny, Kby )
27)

5Z=AvZ=S
¥,,(26),(27) Honest(A) A Honest(B) A Honest(S)
AHas(A K,) A Has(B,K,,) A Has(§,K,,)
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Has(BK_,) A Has(S,K )
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Has(A K,,) A Has(B,K,,) AHas(S,K,,) A
Has(Z,K,)>Z=AvZ=BvZ=S
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v [Q v, w,[Q Iy AL, Hr, @=Has(AKy) A
Has(B,K,,) A Has(S,K ) A Has(S,K,,), w,=Has(B,
M) A Has(B,{N,,M,AB},..) -
w, = Honest(B) A Honest(S) A

Has(B,K_ ) A Has(S,K,,),
w = Honest(A) A Honest(B) A Honest(S) A
Has(A K, ) A Has(B,K ) AHas(S, K, ) A
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